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1. GLOSSARY 

 The following terms are used within the Data Protection Policy and Guidance Handbook 

• Consent - of the data subject means any freely given, specific, informed and unambiguous 
indication of the data subject's wishes buy which he or she, by a statement or by clear 
affirmative action, signifies agreement to the processing of personal data relating to him 
or her 

• Controller - organisation, person or other body which alone or jointly with others, 
determines the purpose and means of processing of personal data. 

• Data Protection Legislation – includes the Data Protection Act 1998 and GDPR. 
• GDPR - EU General Data Protection Regulations 
• Personal Data - information relating to an identifiable living person ('data subject') 
• Processing - any operation or set of operations carried out o personal data including 

recording, organisation, storage, adaptation or alteration, retrieval, consultation, 
disclosure by transmission, dissemination, erasure or destruction. 

• Processor - organisation, person or other body which processes personal data on behalf 
of the controller 

• Profiling - automated processing of personal data to evaluate certain personal aspects 
relating to a person, in particular to analyse or predict aspects concerning that person's 
performance at work, economic situation, health, personal preferences, reliability, 
behaviour or movements.  

• Third party - organisation, person or other body, other than the data subject, controller 
or processor 

2. PERSONAL DATA 

2.1 Personal data is information about a living individual (the data subject) who is identifiable 
 from that information or who could be identified from that information combined with 
 other data which the University either holds or is likely to obtain. This includes names, 
 contact details, photographs, salary, attendance records, student marks, sickness absence, 
 leave, dates of birth, marital status, personal email address, online identifiers, IP addresses 
 etc.  Furthermore any expression of opinion or any intentions regarding a person are also 
 personal data. 

2.2 The GDPR covers all personal data processed by the University, irrespective of whether the 
data is held by individual members of staff in their own separate files, paper or electronic,  
(including those held outside the University campus e.g. by staff working at home or at partner 
institutions) or in Departmental records or centrally by the University. 

2.3 The GDPR separately defines 'special categories of personal data' which relates to the 
 following: 

• The racial or ethnic origin of the data subject 
• their political opinions 
• their religious or philosophical beliefs 
• whether they are a member of a trade union 

https://www.worcester.ac.uk/informationassurance/content_images/Data_Protection_Policy_May2018(1).pdf
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• their genetic data 
• biometric data used to uniquely identify them 
• their physical or mental health or condition 
• their sex life or sexual orientation.  

2.4 Special categories of personal data can only be processed under limited conditions specified 
 in Article 9 of GDPR.  In the context of the University this would most often be: 

• the individual has given their explicit consent; 
• there is a legal requirement to process this information such as immigration or 

equality requirements; 
• the processing is required for occupational health, absence management or the 

provision of health or social care services or treatment 
• it is necessary for research of statistical purposes. 

 Whilst not defined in GDPR, there are additional types of personal data which if disclosed 
 could cause significant harm or distress. Examples of these include bank account details, 
 national insurance number, copies of identity documents, date of birth etc.  

3. KEY CONSIDERATIONS 

3.1 Before embarking on any processing of personal data, whether sharing personal data 
 with a third party, using a new online tool, marketing a new programme or any other action 
 that involves the use of personal data, you should ask yourself the following questions: 

• Do we really need to record all the information? 
• Could anonymised or pseudonymised data be used? 
• Do we have a lawful basis for processing the data i.e. is it required for a contract or 

has the data subject given their consent? 
• Has the data subject been told about the processing i.e. been issued with a privacy 

notice? 
• Are we authorised to collect/store/process the personal data? 
• Have we checked with the data subject that the personal data is accurate? 
• Are we sure that the personal data will be secure during the process? 
• Are we planning to pass personal data on to a third party or transfer the data outside 

the EU? If so do we have the necessary contracts/permissions in place to do this? 
• If we are setting up new systems/processes have the Data Protection by Design and 

Data Protection Impact Assessment guidelines been followed? 
• Are there alternative ways the same objective can be achieved without using or 

sharing personal data? 

3.2 If having considered the points above you conclude that the processing of personal 
information is necessary then the information in the following sections will provide more 
details about the factors that need to be considered and the actions that need to be taken to 
ensure the processing meets the requirements of GDPR. It is recommended that advice is 
sought from the Data Protection Officer 

mailto:infoassurance@worc.ac.uk
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4. DATA SECURITY 

4.1 The level of security required should be assessed against the risks associated with the data 
 being processed and in line with the Information Classification and Handling Table.  Security 
 should also be assured no matter where or by whom data is stored or processed and 
 throughout the whole procedure, including the transmission of  data. Appropriate measures 
 must be taken to protect against unauthorised or unlawful access. 

4.2 Staff and students should not take personal data off campus unless absolutely necessary.  If 
 it is necessary to take personal data off campus particular care should be taken to ensure 
 the security of the data. Where information is being held or accessed on a mobile device it 
 should be kept secure at all times with appropriate measures in place to prevent theft or 
 interception of transmission.  Staff should refer to the University's Information Security 
 Policy and Information Classification and Handling Table for further guidance.  

4.3 All personal data stored on computer equipment or portable storage media must be deleted 
 beyond retrieval prior to equipment disposal.  

4.4 Appropriate security measures such as encryption and strong access controls should be 
 used.  

 See also Section 13 - Data Protection by Design 

5. CONSENT AND PRIVACY NOTICES 

5.1 When is Consent required? 

The GDPR requires that all processing of personal information has a lawful basis.  Article 6 of 
GDPR gives a number of circumstances when processing personal information would be 
justified - see Section 7 of the Data Protection Policy for a full list of the lawful  reasons for 
processing.  Consent would only be used when there is no other lawful basis. This may be the 
case if we want to use someone's data in a particularly unexpected or potentially intrusive 
way, or in a way that is incompatible with what we have already told them we will do with 
their personal data.  

5.2 The University has three main primary notices: one for Staff,  one for Students and one for 
Research Participants, Supporters and Visitors. These notices provide details to staff, students 
and visitors about what they can expect the University to do with their personal information. 
These privacy notices should cover all types of data processing that are essential to manage 
the relationship the University has with its staff and students and all that happens to personal 
data while it is held by the University. The majority of what the University does with personal 
data is necessary to the running of the University and is  done in accordance with the official 
authority vested in the University by its Article of Government and in accordance with the 
contracts the University has with its staff and students.  

5.2 Individuals need to be notified of the relevant Privacy Notice at the point of data collection.  
 If the data is transferred to the University by a third party i.e. from UCAS then the University 
 has to provide a Privacy Notice within 30 days of receiving the data. If personal data is 

https://www.worcester.ac.uk/informationassurance/information-classification-handling.html
https://www.worcester.ac.uk/informationassurance/information-security.html
https://www.worcester.ac.uk/informationassurance/content_images/Information_Classification_and_Handling_Table_-_1.1_Oct_2017(2).pdf
https://www.worcester.ac.uk/informationassurance/content_images/Data_Protection_Policy_May2018(1).pdf
https://www.worcester.ac.uk/informationassurance/staff-privacy-notice.html
https://www.worcester.ac.uk/informationassurance/student-privacy-notice.html
https://www.worcester.ac.uk/informationassurance/visitor-privacy-notice.html
https://www.worcester.ac.uk/informationassurance/visitor-privacy-notice.html
https://www.worcester.ac.uk/informationassurance/privacy-notices.html
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 received verbally confirmation of the subsequent processing should be made via email 
 including a link to the relevant Privacy Notice. Please see Guidance on Writing Privacy Notices. 

5.3 Where the University is using personal information in a new way that is not already part of 
 the University's core activities covered  by  the existing privacy notices, it is likely that we will 
 need to seek consent of the individuals concerned, this includes staff, students or other 
 individuals.  

 Examples of circumstances when consent may be needed include: 

• The use of a new online system or third party organisation to provide a service to 
staff or students which includes a requirement to transfer personal data such as staff 
or student contact details (name, email addresses etc); 

• Stories or images of individuals put on the website or in publications should have 
consent 

• Using personal information for direct marketing or promotion.  GDPR requires that 
consent is obtained for direct marketing; 

• Processing of personal information that includes special categories of personal data 
(sensitive personal data such as religious beliefs, racial or ethnic origin, health 
conditions, sexual orientation etc) will, in most cases, require explicit consent 

• One way to legitimise a transfer of personal data overseas would be to have consent 
of the data subjects. 

 In summary if a new activity is proposed that involves the use of personal data it is highly 
 likely that consent will be required. Advice should be sought from the Data Protection 
 Officer. 

5.4 What is Consent? 

 GDPR defines consent as "any freely given, specific, informed and unambiguous indication of 
 the data subject's wishes which he or she, by a statement or by a clear affirmative action, 
 signifies agreement to the processing of personal data relating to him or her". Consent 
 therefore needs to be explicit, requiring a positive opt-in (not opt-out, or pre-ticked boxes) 
 and must offer individuals a genuine choice. 

 Consent that has been obtained must be documented and include details of what the 
 individuals were told and when and how they consented. 

 Individuals must be told that they have the right to withdraw their consent at any time and 
 how to do this. 

5.5 Privacy Notices 

 Under the 'fair and transparent' requirements of the first data protection principle, the 
 University is required to provide data subjects with a Privacy Notice to let them know what 
 we are doing with their personal data. If we are carrying out an activity that is not covered 
 by the main staff, student and visitor privacy notices of the University then a separate 
 privacy notice will normally need to be provided at the time the personal information is 

https://www.worcester.ac.uk/informationassurance/guidance-on-writing-privacy-notices.html
mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
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 collect or at the same time as consent is sought. In all case the individual's attention to be 
 drawn to the relevant primary Privacy Notice. 

5.6 A Privacy Notice should include the following information: 

• The identity and contact details for the University or any other partner organisations 
and the contact details for the Data Protection Officer 

• The purpose the data will be used for 
• The lawful basis for processing  
• The identity of other people or organisations who may have access to the data 
• Details of any transfers of data outside the EU 
• The retention period of the data or if this is not possible the criteria used to set this.  
• The right to access the data, to object to processing or to withdraw consent 
• The right to complain to the Information Commissioner's Office 
• Details of automated decision making or profiling where applicable 
• Where the personal data has been obtained from if this was not the data subject. 

5.7 Guidance is available on the Data Protection webpages  to help with the development  of 
specific privacy notices.   

5.8 If consent is being sought or a privacy notice is being prepared in relation to a new activity 
which could have an impact on the privacy of the individuals concerned, then consideration 
should be given to carrying out a Data Protection Impact Assessment (DPIA).  For further 
information about when and how to do a DPIA please see Section 12 – Data Protection Impact 
Assessments.  

6. PERSONAL DATA BREACH 

6.1 A personal data breach is defined in GDPR to mean: 

 “a breach of security leading to the accidental or unlawful destruction, loss, unauthorised 
disclosure of, or access to, personal data transmitted, stored or otherwise processed;” 

 The University makes every effort to avoid personal data breaches, however, it is possible that 
mistakes will occur on occasions or things will happen that are beyond the University’s control.  
In these cases it is important that the University responses appropriately.  The University has 
a responsibility to deal with the breach immediately and appropriately in order to minimise 
the impact and prevent recurrence.  GDPR also imposes a requirement that most personal 
data breaches are reported to the Information Commissioner’s Office within 72 hours of the 
University becoming aware of the breach. 

 ALL SUSPECTED PERSONAL DATA BREACHES SHOULD BE REPORTED TO THE DATA 
PROTECTION OFFICER IMMEDIATELY – infoassurance@worc.ac.uk or 01905 855014. 

 Further guidance is set out in the Personal Data Breach Notification Procedure. 

  

https://www.worcester.ac.uk/informationassurance/guidance-on-writing-privacy-notices.html
mailto:infoassurance@worc.ac.uk
https://www.worcester.ac.uk/informationassurance/personal-data-breach.html
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7. SUBJECT ACCESS REQUESTS 

7.1 Any member of staff receiving a request from an individual for their own personal information 
should forward this to the Data Protection Officer as soon as possible. This does not relate to 
normal day-to-day requests such as  students requesting information about their course or 
staff requesting information about to their employment contract made to Human Resources. 

7.2 The purpose of the Subject Access rights is to allow individuals to confirm the accuracy of 
personal data and check the lawfulness of processing to allow them to exercise rights of 
correction or objection if necessary.  The University must respond to all requests for personal 
information.  Requests should be sent to the Data Protection Officer to respond to.  Further 
information is on the Requests for Personal Data webpage.  

7.3 For details of how to make a subject access request please see the Requests for Personal Data 
webpage. 

8. REQUESTS FOR PERSONAL INFORMATION FROM THIRD PARTIES(including the police and 
 relatives) 

8.1 The University often receives requests for the personal information on its students and staff 
from third parties.  This section is intended to provide advice to staff on how such requests 
should be handled to ensure compliance with GDPR. 

8.2 The University tells students, staff and visitors  how their information will be used, and in what 
circumstances and to whom it may be disclosed in its Privacy Notices. 

8.3 There are some third parties that can require disclosure of personal data, examples of these 
are in the table below: 

Third Party Authorisation for Disclosure 
UK Funding Councils e.g. OfS, SFC and their 
agents e.g. QAA, HESA 

Further and Higher Education Act 1992, s 79 

Officers of the Department of Works and 
Pensions and Local Authorities 

Social Security Administration Act 1992; 
s110A, a109B and s109C 

Health and Safety Executive Reporting of Injuries, Diseases and 
Dangerous Occurrences Regulations 
(RIDDOR) 2013, s3 

Environmental Health Officers Public Health (Control of Disease) Act 1984 
and the Public Health (Infectious Diseases) 
Regulations 1998 

Environment Agency Agency Regulations – specific ones to be 
quoted 

Child Support Agency (CSA) Child Support (Information, Evidence and 
Disclosure) Regulations 1992 

Inland Revenue Taxes Management Act 1970 
Police Officers With a Court Order (additional guidance at 

9.3.5)  
Other third parties With a Court Order 

 

mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
https://www.worcester.ac.uk/informationassurance/requests-for-personal-data.html
https://www.worcester.ac.uk/informationassurance/requests-for-personal-data.html
https://www.worcester.ac.uk/informationassurance/requests-for-personal-data.html
https://www.worcester.ac.uk/informationassurance/privacy-notices.html
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The University should not process personal information of individuals in ways that are not 
covered by our Privacy Notices, or where there is a legal requirement, without explicit 
consent. 

As a general rule you should never disclose personal data to anyone other than an employee 
of the University with a legitimate work interest in the information, without consent. Advice 
should be sought from the Data Protection Officer h.johnstone@worc.ac.uk 

8.3 How to handle common types of third party request 

8.3.1 Requests for references or confirming qualifications 

Requests for references are in most cases managed by Registry Services or Human Resources.  
In the case of personal reference requests that staff may receive from time to time it is 
important to ensure that the request has come from a genuine requestor and if there is any 
doubt then the subject of the reference should be contacted to ensure they have given their 
consent.  

Requests from other sources, including solicitors, fraud officers, HMRC, requesting 
confirmation of an individual's involvement with the University and other information should 
be directed to the Data Protection Officer  

In instances where the third party seeking information suspects an individual has falsely 
claimed to have a qualification from the University of Worcester, the Academic Registrar 
should be consulted.  

8.3.2 Requests from parents, friends or relatives 

 Information may NOT be released without explicit consent of the student. 

It is acceptable to advise them that we will accept a message and, if having checked out 
records and such a person exists, will pass it on.  This avoids disclosing any information about 
the student, including whether or not they are at the University. 

8.3.3. Requests from organisations providing financial support 

The University routinely notifies public funding bodies and the Student Loans Company of 
changes to a student’s status. These disclosures are covered in our privacy notices and records 
of processing activities.  Records should not be disclosed to organisations that are not covered 
in our privacy notices (e.g. private funders) without evidence of student consent. 

8.3.4 Requests from Home Office/Immigration and Nationality Directorate/UK Visas 

The University often receives requests for information on attendance and other details 
relating to international students.  Information should only be disclosed where we are 
satisfied there is a legal requirement to provide the requested information or the individual 
concerned has given their consent.  

8.3.5 Requests from the Police or law enforcement officials 

https://www.worcester.ac.uk/informationassurance/privacy-notices.html
mailto:h.johnstone@worc.ac.uk
mailto:h.johnstone@worc.ac.uk
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The University is not legally obliged to provide information to the police, unless presented 
with a court order.  However, the University may choose to release information where the 
police, or other law enforcement agencies, can demonstrate to our satisfaction that non-
release would be likely to prejudice the prevention/detection of crime or 
apprehension/prosecution of offenders.   

The University will aim to support police investigations where possible.  However, the 
University is obliged to manage personal information in accordance with GDPR.   

All such requests MUST be referred to the Data Protection Officer. 

8.3.6 Disclosures required by law 

There are circumstances where the University is legally obliged to disclose information about 
an individual to a third party if this is required by law, enactment or court order (see table 
above for examples of these cases). 

With such requests we must ensure that any legal obligation (details of legislation and 
relevant section) is correctly described by the requestor in writing. 

All such requests MUST be referred to the Data Protection Officer . 

8.3.7 Information about deceased staff or students 

GDPR only applies to living individuals, thus a deceased staff or student’s personal information 
is potentially disclosable under the Freedom of Information Act 2002 (FoIA).  However, in 
doing so we must be sure that the individual whose information is sought is in fact deceased 
and that disclosure does not infringe the data protection rights of any third parties (e.g. 
parents, partners or children).  There may also be an ongoing duty of confidentiality. 

No information should be released unless sufficient evidence of death is provided.  Such 
evidence may include: 

• Student or staff member already recorded as deceased on records system 
• Notification of death in writing by next of kin 
• Obituary or confirmed newspaper report of death (but not if there are insufficient 

details to conclusively identify the student or staff member on our system) 
• Death certificate.  

Details of relatives of a deceased student or staff member should not be disclosed. 

Consideration should be given to the sensitives of the deceased individual’s family where a 
request for disclosure is sought in the immediate aftermath of a death (e.g. by the media).  
Advice should be sought from senior management or the Data Protection Officer. 

All such requests should be referred to the Data Protection Officer.  

9. DATA SHARING 

mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
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9.1 Before sharing any personal data with any outside organisation there are a number of things 
that need to be considered or questions that should be asked: 

• Does the data sharing need to take place or could the objective be achieved in other 
ways? 

• Are there any risks involved in sharing the personal data? If there could be, a DPIA 
should be carried out (see Section 12 – Data Protection Impact Assessments for 
details) 

• Does the sharing involve the transfer of data outside the EU? (see Section 10 – 
Transfer of Personal Data Outside the EU for further information) 

• Which condition of processing is being met? (see Section 7 of the Data Protection 
Policy) 

• Have the data subjects been informed about the transfer via a Privacy Notice? (see 
Section 5 on Consent and Privacy Notices) 

• Are all the data protection principles being adhered to? (see Section 3 of the Data 
Protection Policy) 

• Is the third party acting as a processor for the University i.e. acting under the 
instruction of the University? If so there must be a contract between the University 
and the processor.  

• Even if the third party is not acting as a data processor there should normally be a 
contract in place to ensure that the third party is adhering to the data protection 
principles (e.g holding the data securely, only keeping the data for as long as is 
required) and meeting the other legal requirements of GDPR. 

9.2 Contracts 

Data processing contracts or data sharing agreements should contain at least the following 
information: 

• The purpose of the sharing or what processing is being carried out on the data 
• The potential recipients or types of recipient and the circumstances in which they will 

have access 
• What data will be shared 
• Information about the data quality – accuracy, relevance, usability etc 
• Data security 
• Retention of the data being shared 
• The rights of individuals such as how to make a subject access request or complain 
• Review of effectiveness/termination of the agreement 
• Sanctions for failure to comply with the agreement 

If you are planning to set up a data sharing agreement or data processing contract you should 
inform the Data Protection Officer [infoassurance@worc.ac.uk] 

10. TRANSFER OF PERSONAL DATA OUTSIDE THE EU 

10.1 Personal data can only be transferred outside the EU if one of the following applies: 

https://www.worcester.ac.uk/informationassurance/content_images/Data_Protection_Policy_May2018(1).pdf
https://www.worcester.ac.uk/informationassurance/content_images/Data_Protection_Policy_May2018(1).pdf
https://www.worcester.ac.uk/informationassurance/content_images/Data_Protection_Policy_May2018(1).pdf
https://www.worcester.ac.uk/informationassurance/content_images/Data_Protection_Policy_May2018(1).pdf
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• The EU has assessed the non-EU country to have an adequate level of protection.  The 
countries that currently fall into this category are: 

- Andorra 
- Argentina 
- Australia 
- Canada (commercial organisations) 
- Faeroe Islands 
- Guernsey 
- State of Israel 
- Isle of Man 
- Jersey 
- New Zealand 
- Switzerland 
- Uruguay 
- USA (limited to Privacy Shield framework) 

• Appropriate safeguards are in place such as legally binding enforcement instrument, 
binding corporate rules are in place or the Commission standard data protection 
clauses are I place 

• A court or tribunal requires the transfer 
• The data subject has consented to the transfer having been informed of the possible 

risks of such transfers due to the absence of an adequacy decision and appropriate 
safeguards 

• The transfer is necessary for the performance of a contract between the data subject 
and the University or in the interests of the data subject between the University and 
another organisation 

• The transfer is necessary for important reasons of public interest. 
• The transfer is necessary for the establishment, exercise or defence of legal claims 
• The transfer is necessary to protect the vital interest of an individual i.e. a life or death 

situation 
• The transfer is made from a register which is open to the public.  

10.2 Staff wishing to transfer personal data outside the EU need to consult with the Data Protection 
Officer. They will need to ensure that one of the above requirements is met and that a record 
is kept of which condition has been met. Where transfers are done on the basis of consent, 
evidence of the consent and when it was obtained should be kept.  

11. RESEARCH 

11.1 Personal data used for research purposes by University staff must be dealt with in accordance 
with GDPR and its Data Protection Principles.  Further information and guidance on data 
protection and research is provided in Researcher's Guide to the Data Protection Act (available 
from the Research Office) 

12. DATA PROTECTION IMPACT ASSESSMENTS (DPIA) 

mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
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12.1 A Data Protection Impact Assessment (DPIA) is a process whereby potential privacy issues and 
risks are identified and examined from the perspective of stakeholders and allows the 
University to anticipate and address the likely impacts of new initiatives and put in place 
measures to minimise or reduce the risks.  As the use of technology and the collection and 
storage of personal data grows, the need to ensure that it is properly managed and 
maintained increases.  

12.2 It is a requirement of GDPR that a DPIA is carried out in certain circumstances.  This section 
will explain when a DPIA has to be done, how it should be carried out, and what should be 
taken into consideration as part of the process.  The impact assessment covers not only the 
protection of personal data but broader privacy of individuals and therefore could also be 
referred to as a Privacy Impact Assessment (PIA). 

12.3 The procedures in this section are designed to minimise the risk of harm that can be caused 
by the use or misuse of personal information by addressing data protection and privacy 
concerns at the design and development stage of a project.  Conducting a DPA should benefit 
the University by managing risks, avoiding unnecessary costs, avoiding damage to reputation, 
ensuring legal obligations are met and improving the relationship with stakeholders.  

12.4 The term project is used in a broad and flexible way and means any plan or proposal.  Examples 
of the types of projects that need a DPIA are: 

• A new IT system storing and accessing personal data 
• A data sharing initiative where two or more organisations seek to pool or link sets of 

personal data 
• A proposal to identify people in a particular group or demographic and initiate a 

course of action (e.g. identifying students believed to be at risk) 
• A new surveillance system such as CCTV 
• A new database which consolidates information held by separate parts of the 

organisation. 

12.5 A DPIA should be done as part of the initial phase of a project to ensure that risks are identified 
and taken into account before the problems become embedded in the design and cause 
higher costs due to making changes at a later stage.  Also if there is a change to the risk of 
processing for an existing project a review should be carried out.  In the context of this 
guidance a project could include the development or enhancement of any activity, function 
or processing such as a system, database, programme, application, service or scheme.  The 
time and effort put into carrying out the DPIA should be proportionate to the risks.  

12.6 A DPIA does not have to be conducted as a completely separate exercise and it can be useful 
to consider privacy issues in a broader policy context such as information security.  The DPIA 
does not necessarily need to start and finish before a project can progress further but it can 
run alongside the project development process.  

12.7 The GDPR requires that a DPIA is carried out in the following cases: 
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• When the processing involves systematic and extensive evaluation of personal 
information particularly in cases of automatic processing or profiling where decision 
are made that could have a significant or legal impact on an individual.  

• When processing on a large scale of special categories of data or data relating to 
criminal convictions and offences. 

• The monitoring of a publicly accessible area on a large scale (e.g. CCTV) 
• Any other cases specified by the Information Commissioner. 

12.8 It is the responsibility of the person leading the project to carry out a DPIA. As part of the 
process the Data Protection Officer must be consulted but it is not the Data Protection Officer 
who carries out the DPIA. 

12.9 If your project includes the use of any personal data you should start by completing the 
screening questions on the DPIA form (Appendix x).  If the answer to all these questions is ‘No’ 
then the remainder of the assessment does not need to be completed but the results from 
the screening questions should be sent to the Data Protection Officer for recording. 

12.10 If the response to any of the screening questions is ‘Yes’ you should go on to complete the 
remainder of the DPIA form.  Guidance notes are included at the end of the form to help the 
user ensure that the assessment is properly completed. Further information about building 
privacy into a project during the design stage is at Section 12 – Data Protection by Design and 
by Default.. 

12.11 Once the risk are identified and outcomes and actions agreed it is important that the person 
leading the project ensures that the necessary actions are implemented.  As the project 
develops and is embedded the privacy risks should continue to be assessed to ensure that 
adequate protections are in place. 

12.12 Once the DPIA process has been completed the outcomes will be recorded in a register 
maintained by the Data Protection Officer.  The register will record each risk, explain what 
action has been taken or will be taken and identify who is responsible for approving and 
implementing the solution.  

13. DATA PROTECTION BY DESIGN AND DEFAULT 

13.1 Data Protection by design (also called Privacy by Design) is an approach to handing personal 
data that promotes privacy and date protection compliance from the start rather than 
considered as an afterthought. 

13.2 All staff and agents of the University are required to apply the data protection by design 
principles when developing a new project or reviewing existing projects that involves the use 
or storage of personal data.  The guidelines below explain the types of project when this might 
be relevant, what data protection by design in, and what measures can be put in place to 
protect personal data. 

13.3 Under GDPR the University has an obligation to consider data privacy during the initial design 
stages of a project as well as throughout the lifecycle of the relevant data processing. By 
imposing a specific ‘privacy by design’ requirement, the GDPR emphasises the need to 

mailto:infoassurance@worc.ac.uk
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implement appropriate technical and organisational measures to ensure that privacy and the 
protection of data is not an afterthought.  

Examples of the types of project where privacy should be considered include: 

• Building new IT systems for storing or accessing personal data 
• Developing policies or strategies that have privacy implications 
• Embarking on a data sharing initiative 
• Using data for new purposes 

In addition to meeting legal requirements, taking a proactive approach to privacy will reduce 
the likelihood of fines or financial losses due to data protection breaches and help build 
reputation and stakeholder confidence.   

13.4 A DPIA (see Section 11) should be carried out as part of the initial phase of a project or when 
an existing project is being reviewed.  If data protection or privacy implications are identified 
then measures should be built into the project during the early stages to ensure that risks to 
privacy are minimised or eliminated. 

14. DIRECT MARKETING 

14.1 Direct marketing is the communication to a particular individual of any advertising or 
marketing material.  It is not confined to the advertising or marketing of commercial products 
or services and includes messages trying to sell goods or services and those promoting an 
organisation or its values or beliefs.  Information promoting University events or opportunities 
for students could constitute direct marketing and therefore it is important that the University 
is aware of these definitions and regulations particularly when sending out mass 
communications. This covers all forms of communications including by post, telephone, email 
and other forms of electronic messages. 

14.2 It is sometimes difficult to tell the difference between a marketing email and a ‘service’ email.  
A service email is a communication that is sent to an individual that facilitates or completes a 
transaction, whether that is for the sale of goods or services. When trying to identify a service 
email the following questions should be asked: 

• Are we under a legal obligation to send the email? 
• Is the email part of the performance of a contract? 
• Would the individual be at a disadvantage if they did not receive the email? 

If the answer to any of these questions is ‘yes’ then the email is likely to be more of a services 
email than a marketing email.  For instance an email to a student about an offer on a course, 
paying fees or how to register would all be examples of service emails.  

Marketing emails are those that promote the aims and objectives of the University such as 
sale of goods, services or organisational ideals.  Examples would be details of how to join the 
sports centre which is not essential information for a student to study at the University.  
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14.3 Any personal details collected and held for direct marketing purposes must comply with the 
data protection principles e.g it is fair and lawful, the information is only used for the purpose 
it is collected for, the information is kept up to date, it is not kept for longer than necessary 
and is held securely. 

14.4 In addition to GDPR the Privacy and Electronic Communications Regulations 2003 (PECR) 
regulate in detail the use of electronic communications (e.g email, SMS text, recorded 
message) as a form of marketing.  PECR is due to be replaced shortly by a new ePrivacy 
Regulation (ePR). 

14.5 There are some minor exceptions but in order to comply with the GDPR and PECR 
requirements governing direct marketing it is safest to assume that consent is required.  
Consent should normally be obtained when contact details are collected and an appropriate 
privacy notice provided. (see Section 5 on Consent and Privacy Notice for more information) 
The consent must be ‘opt-in’ and any direct marketing messages should only be sent to those 
people who have opted in.  All subsequent marketing communications that are sent should 
also contain an option to opt-out with details of how the individual can request not to receive 
any further messages. If the University receives an opt-out request it must comply as soon as 
possible, there are no exceptions to this.  

When requesting consent it is good practice to request consent separately for different forms 
of communication i.e. whether individuals agree to be contacted via post, telephone or email.  
This is because the different forms of communication are covered by different legislation.  

14.6 Where direct marketing is communicated by telephone, staff must identify themselves and if 
requested, provide an address or telephone number on which they can be reached.  Where 
cold-calling for fundraising takes place, details should first be checked against the Telephone 
Preference Service (TPS).  Those receiving calls should be made aware of their rights to object 
to the calls.  

14.7 There is a small exception to the general opt-in consent rule that is the ‘soft opt-in’ exception.  
This is where personal data has been collected in the context of an existing relationship with 
an individual and the University limits marketing to providing information on similar 
services/goods.  In this case, the soft opt-in allows organisations to market to these individuals 
via electronic means without having opt-in consent.  However, this can only be relied on if the 
individual was informed at the point of data collection that the information would be used for 
marketing purposes and they are given the opportunity to opt-out at that stage and in each 
subsequent piece of communication.  

15. GDPR FINES 

15.1 Examples of the types of situations when fines can be imposed are provided below: 

 Fines of up to €20,000,000 or up to 4% of global turnover, whichever is higher 

• Not complying with the basic principles of processing including conditions of 
processing 

• Not complying with data subject rights 

https://ico.org.uk/for-organisations/guide-to-pecr/
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Fines of up to €10,000,000 or up to 2% of global turnover, whichever is higher 

• Not obtaining the correct consent for processing data 
• Failure to implement technical and organisational measures to ensure data protection 

by design 
• Not having correct contracts in place for data processors 
• Not maintaining adequate written records 
• Failing to report a data breach 
• Failure to carry out a privacy impact assessment when required.  

The level of fines that could be imposed means there could be serious consequences for the 
University if it does not meet the requirements of GDPR.  Fines are likely to be lower if it can 
be demonstrated that appropriate measures were in place to try and prevent non-compliance. 

If data subject have suffered either material or immaterial damage as a result of an 
infringement of GDPR there is also the possibility that a claim could be made for financial 
compensation. 

16. PHOTOGRAPHS AND RECORDED IMAGES OF PEOPLE 

16.1 Still and moving images of individuals in small groups can be defined as personal data as they 
feature identifiable individuals and as a result they have to be processed in accordance with 
the GDPR principles. All processing of personal information is required to meet a legal 
justification in GDPR. In relation to photographs and recorded images this will often mean that 
consent is required.  Please see the information on Video/Photograph Consent on the website  

https://www.worcester.ac.uk/informationassurance/video-and-photography-consent.html

